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Health Data Research UK (HDR UK)' is the UK’s national institute for health data science with a mission
to accelerate trustworthy data use to enable discoveries that improve people’s lives. Our 20-year vision
is for large-scale data to benefit every interaction with patients, every clinical trial and every
biomedical discovery, and to transform public health.

This vision aligns with the widely recognised potential of health data to revolutionise healthcare, as
evidenced by the Sudlow Review?, which underscores the UK's unique position with its comprehensive
NHS records covering a diverse population of over 67 million.

The Sudlow Review was authored by Professor Cathie Sudlow while she was Chief Scientist and
Deputy Director of HDR UK. Cathie was supported by a team from HDR UK in carrying out her review.

Unlocking the full potential of this data, however, necessitates addressing critical challenges and
implementing transformative changes.

Q1. What does your organisation want to see included in the 10-Year Health
Plan and why?

Health Data Research UK (HDR UK) believes the 10-Year Health Plan must prioritise the effective
and trustworthy use of health data science to enable the shifts from treatment to prevention from
Hospital to community and from Analogue to digital, thereby improving care and transforming the
NHS into an engine for economic growth. Lord Darzi in his review highlighted the NHS’s
“extraordinary richness” of data and asked for a fundamental “tilt towards technology” in
restoring the NHS.

The Sudlow Review emphasised this point, recommending that the UK’s health data should be
considered as “critical national infrastructure” deserving strategic attention and investment.

We agree that transforming how we safely and securely use health data will be vital to the
government’s 10-year plan to rebuild the NHS. With deep datasets and the expertise across the
UK, we can deliver a smarter, more responsive, more agile NHS that works for everyone. Data can
be used to predict patient demand, reduce readmissions, and transform services — saving billions,
improving care for millions and reducing inequalities. It can also be used to enable research,
supporting clinical trials that will bring through new treatments and therapeutics. This is of clear
relevance to the 10-Year Health Plan working groups® on ‘Data and technology’ and ‘Research, life
sciences and innovation’.

The current data access limitations are a significant barrier to our ability to restore the nation’s
health. Without urgent reform as recommended in the Sudlow Review, we risk losing our edge in
innovation, stifling economic growth, and letting patients and their families down.

To truly embrace the 4™ industrial revolution, high-quality and trustworthy data needs to be seen
as the cornerstone upon which artificial intelligence models (Al), predictive analytics, and
personalised medicine are built. Al has immense potential to enable scientific discovery, support
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the prevention, diagnosis and treatment of disease, and improve care pathway management and
education. Sustained investment in the UK's data infrastructure is needed to enable this in safe
and secure ways to maintain privacy and anonymity of people's health data.

If we can ensure the underpinning infrastructure, data services, public and patient involvement,
governance and ability to link data across patient pathways for the UK population of 67 million,
the societal and economic benefits would be enormous: we could enable better disease
prevention, provide personalised care, reduce health inequalities and at the same time, unlock
new industries and spur unprecedented levels of innovation.

Key priorities for the 10-Year Health Plan should include:

1. Establishing a National Health Data Service: The Sudlow Review explicitly recommends
the creation of such a service with strong leadership and a dedicated budget to oversee
and streamline access to health data for research and analysis. Rapid, secure, and
transparent data access via this service would address the current fragmented landscape
and facilitate the efficient use of data. Building on existing infrastructure and services such
as CPRD* the NHS Research Secure Data Environment Network®, Health Data Research
Gateway® and DARE UK’ federated architecture blueprint will reduce duplication and
accelerate implementation - delivering better care and services for the public, quicker.

This isn’t about creating something entirely from scratch, it is ensuring existing systems
work together smoothly, securely, and ethically. When implemented, the service would
lead to unparalleled advances in our abilities and support;
e the mapping and understanding of population health needs
e the design and evaluation of screening and vaccination programmes
e improving and implementing systems to monitor the safety of medicines and
medical devices
e clinical and population-based observational research studies and clinical trials
e combatting the continuing pandemics of cancer, obesity, cardiovascular disease,
neurodegenerative disorders and others.

2. Implementing a national system for GP data: Access to and linkage of general practice
data should be a top priority. Linking primary, secondary, and social care data is essential
to improve patient outcomes. The first all-UK study of 67 million people®, led by HDR UK
and NHS England during the pandemic, demonstrated the power of such linkages. We
have since slipped backwards and failed to build on this example to make it the norm and
business as usual. A national system would enable the secure and standardised access to
this valuable data source, unlocking its potential for innovations in diagnostics,
treatments, and preventative care. The aim should be for trusted researchers and analysts
conducting responsible analyses in the public good to be able to rapidly access the de-
identified data they need, while ensuring that data cannot be inappropriately accessed.

4 https://www.cprd.com/
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3.

Developing a UK-wide system for Secure Data Environment accreditation and standards:
The Sudlow Review advocates for a consistent approach to Secure Data Environments
(SDEs) across the UK to accelerate the safe use of health data. SDEs are highly protected
data environments which provide access to de-identified data only for approved studies
and certified analysts.

Grounded in the Five Safes, an internationally recognised single robust accreditation
scheme for all SDEs, governing access to sensitive data for research will not only ensure
cost and time effectiveness for SDE host organisations but will be vital to foster public trust
in the safeguards and controls in place to protect data. A single point of application for
approval for access to data for research in the public benefit and harmonised data
governance processes across the UK will accelerate data access and foster public
confidence in data-driven research. The UK Health Data Research Alliance® of over 100
members and the Pan-UK Data Governance Steering Group®®, convened by HDR UK are
already championing standardised governance and data access.

Commitment to ongoing public engagement and trust: Public confidence is central to
health data use. The wide range of potential data uses should be shaped by the input and
diverse experience of patients, public and health professionals. The safe and transparent
processes surrounding data use and access should be effectively communicated in a way
that can be understood by all. Major areas of emphasis should be better understanding
the perspectives of health professionals, especially GPs; accelerating patients’ access to
their own health data; and informing a single, centralised, national health and care data
opt-out system in England, without imposing any burden on busy GPs.

Skills development and capacity building: Investment in training programmes, including
fellowships and apprenticeships, is critical to closing the skills gap in health data science.
HDR UK’s initiatives'! have already shown success in building diverse, multidisciplinary
talent pipelines.

These priorities are essential to achieve the following goals:

Fix the NHS: By leveraging data insights, the NHS can improve patient care, enhance the
efficiency and effectiveness of healthcare delivery, and drive innovation.

Drive economic growth: Investing in health data infrastructure and research can stimulate
innovation in the life sciences sector, creating new jobs and boosting the UK's economy.
Improve people's everyday lives: The effective use of health data can lead to
groundbreaking discoveries, personalised medicine, improved public health interventions,
and ultimately, better health outcomes for all.

° https://ukhealthdata.org
10 https://ukhealthdata.org/projects/data-access-and-governance
1 https://www.hdruk.ac.uk/study-and-train/
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Q2. What does your organisation see as the biggest challenges and enablers
to move more care from hospitals to communities?

The Sudlow Review emphasises the importance of integrating health and social care data to
support this shift. For community care to take a more prominent role, healthcare providers need
real-time insights into patient histories, risks, and needs. This requires seamless data linkage
across care settings.

Challenges
e Data access and interoperability: The fragmented nature of NHS computer systems
creates significant challenges in seamlessly sharing patient information between hospitals
and community settings. This lack of interoperability can hinder the continuity of care and
compromise patient safety.

e Public and professional trust: Moving care to communities requires public confidence in
the security and privacy of their data. Clear communication and demonstrably trustworthy
data governance are crucial to building this trust. Additionally, healthcare professionals
need to be confident in using data to deliver care in community settings.

Enablers
e Investing in a National Health Data Service: As recommended by the Sudlow Review, a
national service with a mandate for data standardisation and interoperability would
address the fragmentation issue. Such a service could facilitate the secure and efficient
sharing of patient information between hospitals and community settings.

e Standardised data access approvals: The Sudlow Review advocates for implementing a
standardised data access approvals process grounded in the Five Safes framework. This
would provide a robust and consistent approach to data governance, enhancing trust and
facilitating data linkage for robust evaluation of community care initiatives.

Case Study 1: Using whole population data to uncover patterns and target
community-based interventions'?

The UK'’s first whole population study revealed that more than 7,000 hospitalisations and deaths
might have been averted in summer 2022 if the UK had had better vaccine coverage.

Under-vaccination was related to significantly more hospitalisations and deaths across all age groups
studied, with under-vaccinated people over 75 more than twice as likely to have a severe COVID-19
outcome than those who were fully protected. The highest rates of under-vaccination were found in
younger people, men, people in areas of higher deprivation, and people of non-white ethnicity.

By leveraging insights from this type of whole-population data, the NHS could advance its vision of
delivering more proactive, equitable, and localised healthcare.

J
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Q3. What does your organisation see as the biggest challenges and enablers
to making better use of technology in health and care?
Data is the underpinning foundation on which advances in digital technology and its application

rely. However, as the Sudlow Review!? highlights, the current data landscape is fragmented and
inefficient, delaying critical research and innovation.

To address this, the NHS must adopt unified and transparent data governance frameworks. HDR
UK’s leadership in federating SDEs and creating the Health Data Research Gateway demonstrates
the feasibility of a scalable, secure, and efficient system. By supporting Al-ready data environments
and investing in digital infrastructure, the NHS can unlock the full potential of technology to
improve diagnostics, treatments, and operational efficiency.

Public trust is key to this transformation. The Sudlow Review calls for proactive communication
about the benefits of digital health, ensuring that patients and healthcare professionals
understand and support these changes.

Challenges
e Fragmented technological landscape: The NHS currently relies on a multitude of
computer systems, leading to interoperability challenges that hinder seamless data
sharing and limit the potential of data-driven technologies

e Complexity of data governance: Differing governance frameworks and policies across data
custodians create significant barriers to data access, sharing, and reuse. These
inconsistencies slow progress toward a unified digital system, hinder research and
innovation, and contribute to delays in care delivery.

e Lack of investment in infrastructure: Insufficient funding and outdated systems restrict
the ability to securely store, process, and analyse data at scale.

e Skills gap: A shortage of data science and data governance skills within the NHS poses a
significant barrier to implementing and managing advanced technologies

Enablers
e Establish a National Health Data Service for England: The Sudlow Review recommends

establishing a national health data service for England with accountable senior leadership,
a ring-fenced budget, and performance metrics. This service would support research and
analysis using health data and would be delivered in partnership with academic, NHS, and
industry-based research users. The service should be led by a senior executive director
with credibility among clinical, research, policy, and data science/technical expert
communities and have the authority to drive cultural change.

This service should:

13 https://www.hdruk.ac.uk/helping-with-health-data/the-sudlow-review/
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o streamline access to a wide range of national datasets, including those from
general practices, hospitals, medicines, and mortality data.

o prioritise the consolidation and accessibility of structured, coded datasets already
collected nationally, including screening data, national disease audit and registry
datasets, and adult social care data.

o focus on enabling access to more granular, unstructured data, such as free text in
electronic medical records and imaging data, by leveraging regional SDE
capabilities and expertise.

e Address workforce and capacity challenges: The Sudlow Review highlights the significant
capacity gaps within NHS England in information governance and data management and
curation. HDR UK recommends addressing these gaps through:

o rebuilding and enhancing capacity within NHS England in specialist health data
information governance and data management and curation.

o investing in educational programmes in health data science, including fellowships,
PhD and Masters programmes, and apprenticeships. This investment is crucial for
building the necessary skills within the NHS to effectively utilise and manage new
technologies.

e Standardise data access processes and governance: The Sudlow Review recommends
establishing a UK-wide approach to data access processes and proportionate data
governance. This approach should focus on enabling streamlined cross-sectoral linkages
and reducing unnecessary variation in data access approaches across the UK. HDR UK’s
Pan-UK Data Governance Steering Group and Alliance! of over 100 members across the
health data sector is already championing standardised data access.

e Develop a UK-wide system for SDE standards and accreditation: The Sudlow Review
recommends developing a UK-wide system for standards and accreditation of SDEs, the
data environments enabling secure access to data from the health and care system. This
system would ensure consistent standards and accelerate the safe and transparent use of
health relevant data for research.

e Promote public and patient involvement and engagement: HDR UK, echoing the Sudlow
Review, underscores the importance of ongoing, coordinated engagement with patients,
the public, health professionals, and policymakers. This engagement is crucial for building
trust and transparency around the use of health data and for ensuring that data uses align
with public values. One way in which HDR UK supports public involvement across the
sector is through the Public Engagement in Data Research Initiative (PEDRI)**, a
partnership of organisations working with data and statistics.

14 https://ukhealthdata.org/
5 https://www.pedri.org.uk/
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Case Study 2: Harmonising 2.3 million patient records to transform care'®

Effective and efficient care is key to alleviating pressures on the NHS, particularly for chronic
conditions like diabetes and hypertension. Yet fragmented health records across care settings often
make it difficult to identify at-risk patients or target interventions where they are most needed.

In Lancashire and South Cumbria, the Integrated Care System (ICS), with support from HDR UK,
harmonised 2.3 million patient records into a unified digital dataset. This transformation improved
the management of chronic diseases, reduced health inequalities, and enabled proactive public
health measures by providing real-time insights into population health.

The project demonstrates the tangible impact of digital integration: better coordination of care,
faster data access for clinicians and researchers, and actionable analytics that inform both individual
\care and system-wide strategies. )

16 https://www.hdruk.ac.uk/case-studies/lancashire-data-science-team-harmonises-2-3-million-patient-records-to-improve-health-
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Q4. What does your organisation see as the biggest challenges and enablers
to spotting ilinesses earlier and tackling the causes of ill health?

Prevention hinges on early detection and ‘precision population health management’, which both
require comprehensive, high-quality data. HDR UK’s studies on vaccine uptake and disease
progression illustrate how linked datasets can identify at-risk populations and inform preventative
strategies.

However, the exposures to many social and environmental determinants of health are not yet
integrated into clinical records, limiting their utility in prevention. The Sudlow Review!’ advocates
for expanding the scope of linked datasets to include social care and other relevant domains. By
doing so, the NHS can move beyond reactive care and develop proactive, preventative solutions
tailored to population needs.

Challenges:

e Data linkage across sectors: Understanding the complex interplay of factors influencing
health necessitates linking data from various sectors, including social care, housing, and
the environment. The Sudlow Review highlights the need for a “transformational access to
data from social care and other sectors” to enable more comprehensive analyses and
inform preventive strategies.

e Lack of real-time feedback loops: There are insufficient mechanisms to provide clinicians
and healthcare systems with actionable insights based on routine care data, hampering
efforts to adopt preventive strategies.

Enablers:

e National Health Data Service: A national service, as recommended by the Sudlow Review,
could facilitate the linkage of data from healthcare and non-healthcare sectors. A system
for routinely collecting and linking environmental monitoring data (e.g. air quality, noise
pollution) and social determinants of health data (e.g. housing, education, income) with
health data will be transformational. This would enable researchers and policymakers to
develop a more holistic understanding of health determinants and design targeted
preventive interventions.

Harnessing longitudinal data for understanding health trajectories and developing
effective preventive strategies will be key. For example, linking general practice data with
screening data and cancer registries allows researchers to evaluate long-term outcomes
and optimise screening programmes. Similarly, linking healthcare data to education and
social care data facilitates the exploration of the interconnectedness between health,
education, and social determinants of health, informing policy and practice

e Whole system intelligence: Enabling comprehensive data integration across care settings
would allow policymakers to identify and address health inequalities, track outcomes, and
target interventions effectively.

7 https://www.hdruk.ac.uk/helping-with-health-data/the-sudlow-review/
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HDR UK's Better Care Programme®® identifies learning health systems as key to improving
population health. Recommendations include creating digital platforms to provide real-
time data insights and fostering collaboration between clinicians, researchers, and
policymakers. For example, the report highlights the potential of routine care data to drive
iterative improvements in public health strategies.

e Workforce development: Addressing the skills gap in data science and analytics is critical.
The Sudlow Review advocates for long-term investment in education and training
programmes, including PhD fellowships and apprenticeships, to build a multidisciplinary
workforce capable of implementing data-driven prevention strategies.

e Patient, professional and public involvement: HDR UK emphasises the importance of
actively involving patients and the public in shaping data-driven research and initiatives.
This engagement is crucial for building trust, ensuring transparency, and promoting public
understanding of the benefits of data use in preventive healthcare.

Both healthcare professionals and the public may be sceptical about the use of predictive
analytics and other data-driven tools for prevention. Concerns about privacy, accuracy,
and unintended consequences need to be addressed through clear communication and
robust governance.

( N
Case Study 3: Predicting dementia risk with health data and AI*°

Dementia is a leading cause of disability among the elderly, profoundly impacting individuals,
families, and the healthcare system. 45 percent of dementia cases are preventable making early
diagnosis essential to provide timely support, yet traditional diagnostic methods often detect
dementia too late for effective intervention.

Through Health Data Research UK’s (HDR UK) collaborative efforts, a cutting-edge Al tool has been
developed to predict an individual’s risk of developing dementia using routine brain scans. This
innovative approach demonstrates how health data-driven solutions can accelerate the NHS’s shift
from sickness to prevention.

J
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Case Study 4: Using linked data to prevent frailty-related hospital
admissions??

Frailty increases the risk of hospital admissions, long-term care dependency, and mortality in older
adults. Researchers optimised the Hospital Frailty Risk Score (HFRS) by analysing patient records
across primary and secondary care. By linking routine hospital data with patients’ previous admission
records, this innovative approach enabled researchers to pinpoint frailty more accurately than
traditional methods.

This data-driven approach shifts care from sickness to prevention. By flagging high-risk patients
earlier, this deeper insight into frailty could allow clinicians to prioritise tailored care interventions,
ultimately enhancing patient safety and improving outcomes. The HFRS demonstrates how linked
data supports population-wide prevention strategies, creating a scalable model for proactive care.

Case Study 5: Whole System Learning with PINCER — A Pharmacist-Led

Intervention for Medication Safety?!

Medication errors are responsible for an estimated 1.8 million cases of potential serious harm
annually in England. The PINCER intervention, developed by researchers from the Universities of
Nottingham, Manchester, and Edinburgh, uses data-driven tools to reduce medication errors and
improve patient safety. It provides pharmacists with clinical audit tools to identify patients at risk of
medication errors by running searches on GP systems, helping pharmacists improve prescribing
processes and reduce harm.

PINCER has been adopted by over 40% of GP practices in England, identifying more than 220,000 at-
risk patients. As a result, a 32% reduction in hazardous prescribing related to gastrointestinal
bleeding has been achieved, significantly lowering the risk of medication-related hospital admissions.

PINCER highlights how whole system intelligence, through linked data and collaborative efforts across
\healthcare sectors, can drive proactive prevention and improve patient outcomes on a national scale)

20 The use of linked routine data to optimise calculation of the Hospital Frailty Risk Score on the basis of previous hospital admissions: a
retrospective observational cohort study. Street, Andrew et al.The Lancet Healthy Longevity, Volume 2, Issue 3, €154 - e162

21 Hardie T, Horton T, Thornton-Lee N, Home J, Pereira P. Developing learning health systems in the UK: Priorities for action. The Health
Foundation; 2022 (https://doi.org/10.37829/HF-2022-106)
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Q5. Please share specific policy ideas for change. Please include how you
would prioritise these and what timeframe you would expect to see this
delivered in.

HDR UK proposes the following policy ideas for change, drawing on the recommendations of the
Sudlow Review?? and our expertise in enabling trustworthy data use.

Priority 1: Establish a National Health Data Service (NHDS) for England
e Timeframe: Quick to do - commence a planning phase followed with implementation
within the first few months of 2025.
e Rationale: The NHDS would streamline access to health data, foster innovation, and
ensure its effective use for research and healthcare improvement. The service would play

a central role in implementing many of the recommendations outlined in the Sudlow
Review.

Priority 2: Implement a National System for General Practice Data
e Timeframe: Quick to do - implement an interim solution in consultation with GPs within
the first few months of 2025; develop a longer term solution by Q2 2026.
e Rationale: Access to and linkage of general practice data is crucial for a wide range of
research and public health initiatives. The Sudlow Review identifies this as a top priority,
highlighting the need for a national system to enable secure and standardised access.

Priority 3: Develop a Coordinated Strategy for Public and Professional Engagement

e Timeframe: Ongoing, with policy advice and implementation plans for specific actions by
Q3 2025.

e Rationale: Building trust and understanding of the benefits of health data use requires
sustained engagement with the public and healthcare professionals. Ongoing
communication and transparency are essential for fostering confidence in data-driven
healthcare initiatives.

Priority 4: Set a UK-wide Approach for Data Access and Governance

o Timeframe: Quick to do - Develop guidance on current approaches and propose
improvements and recommendations by Q2 2025.

e Rationale: A unified approach across the UK would streamline data access processes,
reduce bureaucratic burdens, and facilitate collaboration on research and innovation. The
Sudlow Review stresses the importance of a coherent UK-wide strategy for data access
and trustworthy governance.

Priority 5: Establish a UK-Wide System for Secure Data Environment Accreditation and Standards
e Timeframe: Quick to do - Establish a system by Q3 2025.
e Rationale: A consistent system for accreditation and standards would ensure the security
and trustworthiness of SDEs across the UK, building public confidence in the use of health
data for research and innovation. The Sudlow Review specifically recommends this as a
key priority for maximizing the benefits of health data.

2 https://www.hdruk.ac.uk/helping-with-health-data/the-sudlow-review/
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The risks of not pursuing such transformation are profound. Poor information flows prevent critical
health relevant data being available to researchers, analysts and care providers in a timely fashion,
leading to missed opportunities for early intervention, personalised treatment and ultimately
avoidable deaths. These failures not only compromise patient safety but also stifle innovation and
perpetuate inefficiencies across the system.

The Sudlow Review makes clear that health data is not just an operational asset—it is a strategic
opportunity that needs to be treated as “critical national infrastructure” to transform healthcare,
save lives, and drive economic growth. HDR UK is uniquely positioned to support the NHS,
Government and partners in realising this vision.

By embedding the Sudlow Review’s recommendations into the 10-Year Health Plan, the NHS can
lead the world in data-driven innovation and unlock the full potential of a data-driven healthcare
system that delivers benefits for patients, the public, and society as a whole.






