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1. Introduction

It has been the longstanding ambition of policymakers and health care leaders across the UK to
increase the use of technology in health care services to drive improvements in patient outcomes and
experience, as well as in productivity. For example, the NHS Long Term Plan, the Digital Health and
Care Strategy for Scotland, and A Healthier Wales have all set out plans for scaling up technology-
enabled care. As well as greater use of communications technologies, there is a focus on technologies
that capitalise on the increasing availability of health and care data and advances in data analytics and
artificial intelligence (AI) - for example, diagnostic image analysis, clinical decision support systems,
and devices and apps for self-management. There is also a focus on how technologies and data tools
can be used for learning and quality improvement, for example through analysis of audit data or
patient feedback. Health Data Research UK’s Better Care programme highlights how these
technologies and data tools are a critical enabler for transforming health systems into learning health

systems capable of continuous improvement.

However, increasing the uptake and use of health care technology in a way that s effective,
sustainable, and delivers continuous improvement is not straightforward. As the 2016 Wachter
review of health information technology (IT) in England observed, implementation is nota simple
case of ‘technical change’ (like following a recipe) but of highly complex, adaptive change.! What we
have seen in the Health Foundation’s improvement programmes over the past two decades is that
there can be a significant gap between identifying technological solutions to problems and

implementing them effectively on the ground.?

Questions around how to implement technology effectively have been given added impetus by the
recent response to COVID-19. While the NHS is often criticised for being slow to adopt
technologies, over the past year we have seen a rapid increase in uptake, ranging from established
technologies such as devices for home monitoring and video conferencing software, to newer
technologies and platforms such as the NHS App and Al screening. While these have been rolled out
with impressive speed, having to implement changes rapidly and under the constraints of a national
health emergency means that some aspects of implementation will understandably have been rushed
or shortcut. As we move beyond the emergency phase of the pandemic, there will be a need to revisit

aspects of implementation in order to evaluate these approaches and develop them further.

About this paper

This paper sets out some key factors that have an important bearing on the success of health
technology implementation, based on learning from the Health Foundation’s improvement
programmes and research, Health Data Research UK’s Better Care programme, and a wide range of
studies and examples from the UK and high-income countries with comparable health care systems.

We describe seven key factors, explain why they matter, and outline some actions that can support
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implementation. Beyond the Health Foundation’s own programmes and research, the paper draws
on an evidence review conducted by the University of Sheffield School of Health and Related
Research (ScHARR) in 2020 that explored barriers to successful technology implementation.?

There are a range of theoretical frameworks through which the implementation of health care
interventions can be studied, each with its own merits.*°> The model offered in this paper is not
intended to be a comprehensive framework along these lines, but rather aims to highlight some key
practical issues — grounded in real-world evidence — that front-line teams and provider organisations

should consider when implementing new technologies.

Method

We undertook desk research to identify relevant studies and case examples, and a review of learning
from the Health Foundation’s improvement programmes. We also commissioned an evidence
review from SCHARR, with the primary purpose of identifying the main challenges involved in
successfully implementing and using digital and data-driven technologies in health and social care. A
secondary purpose was to note the nature of these challenges and how they arise, as well as what the

literature suggests is required to overcome them.

The initial literature search, carried out in March 2020, identified 1,545 items, with 126 carried
forward for analysis (as well as an additional six studies from a supplementary search specifically
geared towards Al and data-driven technologies). The search was limited to English-language studies
published in 2010 or later, with studies then selected based on their relevance to real-world
implementation in the UK or similar health systems in high-income countries. Within this, we
prioritised relatively recent studies (since 2015) and findings based on multiple studies, such as
systematic reviews. Of the 132 included studies, 70 were UK studies, with the remainder from other
European countries, North America or Australia and New Zealand,” as well as some reviews

involving multiple countries.

The included studies covered a variety of types of technology, such as information systems,

telehealth and telemedicine, mHealth, communication systems, and machine learning. We then

" A study of a US product deployed in Thailand was also included.
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synthesised the findings of this evidence review with our own desk research, which allowed us to
surface and define some major themes around which many implementation challenges occur, and

identify relevant case studies.

In this paper, we distil the analysis into a model of seven key factors for successful implementation
set outin Figure 1: skills and knowledge; motivation and attitudes; user-centred design; ways of

working; safety and equity; resources and infrastructure; and culture and leadership.

Figure 1: Key implementation factors for health care technology
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2. Seven key factors for successful implementation of
health care technologies

Here, we briefly describe each of the seven factors in turn, highlighting some of the recent evidence
relating to them, and discussing some of the actions required for successful implementation in each

case.

Skills and knowledge

For successful implementation and use of a new technology, staff and patients need to know about it
and understand it — whatits purpose is and how it might be of value to them - as well as needing the
specific skills and knowledge required to enrol and use it effectively. Where these are lacking, people
may not use the technology at all, may feel anxious about using it, or may not be able to use it

effectively.

f  O’Connor and colleagues conducted a systematic review of recruitment to and engagement
with digital health interventions such as mobile apps and personal health records. They
found that where the public had a poor understanding of what a digital health intervention
could do, who it came from, why it was relevant to them or how to go about enrolling for it,

they were less likely to sign up to use it.°

1 A study of the use of videoconferencing for training mental health practitioners found thatat
the outset, there were anxieties among clinicians about using the technology in clinical
practice and concerns about the feasibility of using it for clinician-to-clinician
communication. The study also highlighted the need for clinicians to be aware of the
limitations in communication imposed by the technology, and to understand how to adapt

their approach to participation in light of these.’

1 A USA study of HIV patients’ experiences with an app and electronic pill bottle designed to
help them manage their medication found that when the pill bottle beeped or flashed, users
were not always sure what the signals meant or whether it was working properly. Similarly,
when there were delays in syncing data from the electronic pill bottle to the accompanying

app, users were not sure what the issue was or why it had happened.®

Bespoke education and training that is specific to the technology at hand and focuses on purpose,
functionality and value is essential for overcoming these challenges. This should be built into
implementation planning before it commences, including consideration of the resource
requirements to enable staff to participate in training, such as the backfilling of staff time. This is in
addition to broader action to improve basic digital skills, which has been identified as an issue for

patients and staff in the UK,*!° and to increase public awareness of different technologies and
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understanding of how they work, what benefits they can bring and their potential risks.® In raising
awareness, it can be important to describe technologies as forms of service delivery rather than

merely as products, as is sometimes the case.!!

One set of knowledge and skills needed for effective implementation relates to issues around cyber
security and how to troubleshoot and solve technical problems that arise through using a new
technology, so itis important that training for staff and patients covers these themes. To support
patients to use new technologies, staff should be able to explain to them —atleastata basic level -

how their data are protected and how to resolve technical issues when they arise.

1 A qualitative study that sought the views of stakeholders working with digital technologies
to improve mental health identified a lack of knowledge and expertise in cyber security, in
particular about privacy protection for personal health information. It noted that thisisa

barrier for large-scale implementation of digital interventions.!!

1 A study of the implementation of virtual consultations in an NHS acute trust found there
were a range of technical issues that needed to be addressed — both in advance of and during
the call - to ensure consultations ran smoothly. Although these were often easily resolvable,

notall patients or staff had the necessary skills or confidence to address them.'?

New or cutting-edge technologies — for example, those that use Al or complex data analytics — may
require staff to learn more specialist skills or even necessitate the creation of new roles to bring in the

relevant expertise.

1 Gillan and colleagues studied the impact of a recently implemented Al treatment planning
system on the roles of clinicians in a cancer treatment centre in Canada.'* Many clinicians
noted a need to expand their role and skillset, such as through developing basic coding skills,
and becoming familiar with the principles and limitations of the technology. It was also
identified that this skillset could be provided by a new role in the team: someone with a

strong background in Al, coding and informatics, to act as a liaison.

1 Wiljer and Hakim describe an emerging need for roles at the intersection between humans
and Al technologies, such as data scientists, algorithm forensic analysts, and roles in ethics

compliance.'*

Motivation and attitudes

Staff and patients are unlikely to use a new technology effectively unless they are happy to do so.
Acceptance and motivation therefore play a fundamental role in successful implementation.

Without this, intended users might reject or avoid technologies or only use them half-heartedly.
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1 Inastudy of the introduction of computerised physician order entry and computerised
decision support for hospital prescribing, Cresswell and colleagues reported that staff who
were less engaged were more likely to use workarounds instead of working with others to

develop technical solutions to problems."*

Itis important to address the reasons why people might be legitimately concerned about the
proposed use of technology in health care. The literature suggests there can be a variety of reasons

underpinning lack of acceptance or even hostility towards new technologies.

One set of reasons is that the technology could be perceived as a threat to care quality or safety,
reflecting a lack of trustin its safety or effectiveness. This could be because of: a lack of evidence or
evaluation of its effectiveness; concerns about the way in which it is to be used; concerns that
particular factors may not have been addressed (for example, the potential for digital exclusion); or

concerns that staff or patients may not be properly trained or supported in its use.

1 A qualitative evaluation of clinician attitudes to electronic prescribing systems by Cresswell
and colleagues raised the introduction of perceived new safety risks as a common concern.'®
Examples include selection errors, risk of duplicate prescribing, and workarounds such as
clinicians taking paper notes and then uploading them to the system in batches, resulting in

the system not being up to date.

1 A systematic review of the evidence for home-based telehealth in paediatric palliative care
highlighted the challenges involved when technology use is seen as impersonal. Given thatin
palliative care providing comfort to patients and families is a very important goal, this

concern contributed to clinicians viewing telehealth negatively.!”

Another set of reasons underpinning lack of acceptance of a new technology (especially among staff)
is that the technology could be perceived as a threat to job quality or professional status (for example,
by reducing clinicians’ independence, leading to increases in workload, or reducing clinician contact
with patients) or even to job security (for example, by transferring tasks wholesale from humans to

computers).

1 A muld-site study of the Choose and Book referral system by Greenhalgh and colleagues
highlighted a perception among GPs that the technology undermined an important part of
their professional role in referring patients to appropriate hospitals.'® Negative attitudes were
also seen among administrative staff, who felt that the system undermined aspects of their

role (such as using their knowledge of local services) and worsened patient experience.

1 A systematic review analysed patient and clinician views on the effect of mobile phone
applications on the patient—provider relationship.!” A common concern from clinicians was

the potential de-personalisation of health care due to the reduction of face-to-face
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interactions with patients. Clinicians were also wary of two-way messaging features due to
fears of inappropriate messaging, and also that the feature may limit their ability to ‘switch

off from work outside of work hours.

Concerns about care quality or job quality could be heightened by views about the reasons why
changes are being introduced — for example, a belief that changes are being introduced primarily
because of cuts in resources or in order to reduce staff numbers. So the way in which any proposal to
introduce new technologies is presented matters a lot. Gaining consensus for the use of new
technologies may require sustained engagement with staff and patients to address the concerns of

specific groups, and relate proposals for change to their goals and values.

As well as active concerns about a new technology, lack of motivation for implementation and use
could simply stem from the perception that it offers only mild or unimportant benefits. Here, the
cost (and opportunity cost) of adopting the new technology, as well as the effort and disruption of
implementation, are likely to reduce motivation and could lead to opposition, or to a preference for
alternative solutions. Evidence usually plays an important role in persuading people of the benefits of

new technologies, so a lack of supporting evidence can be a real barrier to successful adoption.

1 Ginestra and colleagues describe clinician skepticism of the benefits of a machine learning-
based early warning system for severe sepsis.?’ Clinicians reported that they had already
suspected sepsis in many patients who triggered the alert, and said there was a lack of
established actions for patients flagged as at risk but not yet showing signs of onset of sepsis.

This led clinicians to question the value of alerts over their own judgement.

A related issue is that motivation to use a new technology may change over time, so maintaining
motivation can also be a challenge. For example, engagement with health-related apps has been

shown to decrease over time, often signalling declines in motivation.

1 A systematic review to assess the effectiveness of physical activity mobile apps found thatapp
engagement typically decreased over time.?! Frequency and duration of use, as well as
engagement with app content, declined over 9-week and 12-week intervention periods.
Interestingly, apps that are combined with social networking platforms showed more

sustained engagement.

1 Lemon and colleagues analysed how clinicians’ perceptions of a new telemedicine system
changed over time.?? Users’ enthusiasm faded over the 18-month study period as they
became more aware of the system’s complexity and design inconsistencies, gradually

perceiving it as less usable.
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User-centred design

Failure to match the design of a technology or technological intervention to users’ needs can be a
barrier to successful implementation. In particular, failing to consult patients and staff during the
design and development process runs the risk of making changes that do not meet their needs,
making it less likely that they will engage with the technology, and risking negative health impacts. It
is important to involve patients and staff upstream in the design process, as early as the problem
definition phase, to ensure that the proposed solution addresses a recognised user need in a way that

is appropriate and useful to those users.

1 A New Zealand study by Babbage and colleagues found that due to a lack of involvement of
patients in the design process, an app designed to manage fatigue in multiple sclerosis (MS)
patients actually increased fatigue in a significant number of users.?® This was because of the
cognitive effort required to complete in-app reviews, exacerbated by text-heavy design and

prompts for use at the end of the day, when fatigue tends to be high.

1 A systematic review of young people’s experiences with technology-assisted cognitive
behavioural therapy (CBT) reported that while experiences were mostly positive, too much

reading and writing content was a barrier to engagement.?*

Consulting and co-designing with a diverse pool of users is crucial, especially groups who are
traditionally underrepresented and underserved. For example, a failure to consider the needs of
people with disabilities, learning difficulties or lower literacy levels will clearly risk exacerbating

existing inequalities.

1 A systematic review focused on barriers to using diabetes self-management technologies
highlighted common usability issues that posed significant barriers for participants with

lower literacy levels, reduced manual dexterity or impaired eyesight.?®

1 A qualitative study on the benefits and challenges of tele-rehabilitation robotic devices
highlighted that the most consistent barrier to use was difficulty putting on and adjusting the

devices without assistance.?®

Failure to match design to staff needs can also lead to the technological intervention increasing rather
than reducing workload. This in turn can lead to frustration and a lack of support among staff for the
technology. A well-studied outcome of technology not matching staff needs is the use of informal
workarounds, which circumvent or temporarily ‘fix’ perceived workflow obstacles to meeta goal
more readily.”’ However, workarounds are clearly less efficient than a situation where the technology
is properly aligned with workflows and, in some cases, could even compromise safety. Involving staff
in the design and development process and understanding the realities of their working environment

are therefore key to successfully embedding technology.?® Designers should also carefully consider
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what aspects of existing systems and workflows are valued by staff and, if possible, incorporate these

into new technologies and their associated ways of working.

1 Anevaluation of electronic health record software by Cresswell and colleagues in three ‘early
adopter’ English hospitals highlighted how users employed workarounds due to lack of
alignment of software with local work processes.?” Those with more autonomy (such as

senior consultants) resisted use altogether, insisting on paper records.

1 Holtand colleagues highlighted how a reminder system designed to identify patients eligible
for anticoagulant treatment and prompt discussion about prescribing this, did not account for
workflows outside the consultation context — for example, clinicians opening a patient’s

records to add notes on medication administration.3°

f Hall and colleagues highlighted how the design of an electronic palliative care summary
(ePCS) worked well for patients with cancer but did not meet the needs of patients with other
conditions.?' The ePCS was also found to be highly underused by nurses, leading the authors
to recommend that nurses be much more involved in the implementation and ongoing

development of the initiative.

1 A study by Puaar and Franklin highlighted how staff who had switched to using an electronic
prescribing system missed valuable functions of the paper system, such as the quick overall
view offered by a drug chart.*? Clinicians also raised challenges with fitting electronic
prescribing into existing workflows. For example, due to computer shortages and perceptions
of computers as reducing the quality of patient interactions, some clinicians preferred to

prescribe retrospectively, which could lead to errors.

Ways of working

The effectiveness of a technology depends not just on how well it performs in isolation, but on how
well it fits into an organisation’s processes and workflows. Implementation can be viewed as the act
of fitting the technology into a specific organisational context, something Coiera and colleagues
describe as the ‘sociotechnical coupling’ of technology with people and processes.** This often

involves redesigning pathways, creating new roles, and developing new ways of working.

The difficulties of doing this well are a recurring theme of evaluations of health technology
interventions. They include challenges around establishing the implications of the new technology
for organisational processes and workflows, the need to agree and coordinate the new ways of
working required, and then — even when all of this is known - the need to actually change behaviours
and ways of working that may be deeply entrenched. Problems may arise if the workflow models
used in developing the technology do not match real-life workflows, or if the technology introduces

constraints that undermine the ability of health care workers to adapt in the face of unpredictable
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events. Prior to implementation, there may well need to be an initial stage of mapping to understand
existing work patterns, as there can be significant gaps between ‘work-as-done’ and ‘work-as-

imagined’**

1 A study of the implementation of virtual consultations for diabetes, antenatal diabetes and
cancer surgery in an English NHS acute trust found that delivering remote consultations
involved many complex changes to important organisational routines — for booking
appointments, undertaking and documenting the consultation itself and arranging follow-
up. The study highlighted the importance of adapting and aligning structures, processes and

people within clinics and across the organisation, which took considerable ongoing effort.'?

1 Anevaluation of electronic prescribing systems in five English hospitals found that users of
the new technology often employed formal or informal workarounds, such as using paper
and other technologies for intermediary storage of information.*® It found that the main
reason for using workarounds was that the electronic prescribing system did not cater

sufficiently to the significant complexity and variability of health care workflows.

1 Arecent observational study of a Google Health deep learning algorithm deployed in
Thailand to detect diabetic retinopathy found that some staff did not follow a new protocol
designed to accompany the technology because they felt thatit did not take account of the
real-life challenges that patients face. Even though the protocol advised clinicians to send
patients to an ophthalmologist ata different hospital if the deep learning system categorised
the retinal image as ‘ungradable’, on some occasions staff reverted to using their own
judgement to decide whether to refer the patient, where they felt this might be an

unnecessary burden for the patient.*

1 A study that examined why a mobile health application to support district nurses to deliver
home care in Sweden failed to be adopted found that even though there was a clear need for
mobile tools, staff decided not to use the application because they felt that it did not match
their workflow.?” In particular, the application did not have the main functions users

expected to see in a typical medical record.

Securing consensus around the new intervention is an essential step, as new ways of working will
only be effective if people feel ‘ownership’ of the proposed working arrangements. Clarity around
new roles and responsibilities is also important to create shared understanding of new processes and
avoid professional tensions. There may also be a need to consider the impact of work reorganisation
on job quality, and to ensure appropriate role development for those significantly affected by the

adoption of new technologies.
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1 Haland describes a case of doctors’ resistance to expansion of their role to include ‘secretarial’
work upon the introduction of a new electronic patient record system,*® which required them
to input notes directly rather than dictating to medical secretaries. Doctors said this took time
away from their clinical responsibilities, and saw it as potentially threatening to their

professional status.

1 Caseyand colleagues highlighted the challenges of role-shifting resulting from
implementation of a remote consultation service in an English general practice.*® For
example, the system required administrative staff to take on some aspects of clinical decision
making — deciding whether patients should be booked in for remote or in-person
appointments — which became a source of tension with clinical staff when administrative staff

sought GPs’ advice on the classification process.

1 A study by Burgin and colleagues found that hospital pharmacists felt dissatisfied with their
reduced contact with patients as a result of the introduction of an electronic prescribing
system.*® They felt that the transfer of prescription charts from the bedside to the computer
was damaging to their relationship with patients and their professional profile in the clinical
environment. The study highlighted how identifying and understanding such changes to
work practices is necessary to help make sure that staff are prepared for them and supported

through them.

Given the challenges of evolving new ways of working, teams may well need time and space for
changes to be tested and iterated, and for new work patterns to bed in. Quality improvement
methods such as Plan-Do-Study-Act (PDSA) cycles and simulation models can be particularly
helpful.

Safety and equity

When implementing a technological intervention, it is obviously critical to ensure thatit s safe.
Technology is often cited as a way to improve safety — for example, by eliminating human error. But
introducing a technology into a complex, socio-technical system like health care also introduces new
potential points of failure — and therefore new safety risks. This is not just the risk of technological
failure, but also the risk of unintended consequences emerging from interactions between people,

work processes, technology and the surrounding environment.*!

1 A study of an inpatient electronic prescribing system found that prescribing errors were
associated with the design and functionality of the system, organisational decisions around
implementation, and prescribing behaviours brought about by using the system. It identified

several sources of error, such as an over-reliance on default prescribing suggestions, failure to
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check for duplicated orders, shifts in prescribing responsibilities, and the altered physical

prescribing environment.*?

1 Meeks and colleagues highlight the potential for safety concerns arising when attempting to
integrate electronic health records into existing workflows.*> Examples include an inability to
use computers safely in procedural or sterile areas, or staff sharing login details or using

generic passwords to enable easier access in the emergency department.

Minimising such risks requires careful planning, adaptation and testing to fit the technology into
workflows. That is why the careful evolution of new ways of working (discussed in the previous
subsection) is especially important. It also makes evaluation essential — not simply evaluation of the
technology itself, but of its use in real-world settings — in order to understand the impact of
introducing the technology, to identify any problems or adverse impacts, and to inform ongoing

design and implementation work.

1 Snooks and colleagues evaluated the introduction of predictive risk software in primary care
in Wales, designed to shift care delivery out of hospital and to reduce emergency
admissions.** They found that the software actually increased emergency episodes and costs.
This was possibly due to identifying previously unmet needs, or leading clinicians to focus
more on patients with higher risk scores, meaning that attention slipped from lower-risk

cases — highlighting the importance of evaluation in real-world settings.

1 A systematic review of studies evaluating home-based technologies for the detection and
follow-up of mild cognitive impairment or dementia noted the scarcity of home-based, real-
life evaluations.** Most articles focused on technology functionality and tests of technical

aspects in controlled laboratory or ‘test bed’ settings.

1 A systematic review of studies comparing the performance of machine learning technologies
in medical imaging to expert clinicians found a lack of good-quality evaluations.** Most

studies were not randomised, and even fewer were carried out in a real-world setting.

There also need to be strategies and protocols in place to ensure safety and continuity if things go
wrong. Again, this requires careful planning — anticipating vulnerabilities, scenario modelling, and
devising protocols for what to do when there is a system failure (rather than having to invent them in
the moment). Relevant here is the ‘Safety II’ approach, which focuses on being proactive rather than
reactive in order to deal better with the complexity and variability inherent in health care and ensure

that things go right more often.*®

1 Wears and colleagues described a ‘near miss’ event in an emergency department, where
minimal planning had been conducted for potential failure of an automated dispensing unit.

*'When a critically ill patient presented to the department, and the system was unresponsive,
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there was a serious risk to patient safety as staff had to search rapidly for the necessary

medication.

Another kind of adverse impact to be avoided is that of excluding or disadvantaging particular groups
of patients, which could create or widen health inequalities. Given inequalities in digital literacy,
some patient-facing uses of technology could exclude certain groups or be more difficult for them to
access — for example, in cases requiring patient interaction with a digital interface. It has been
estimated that 11.7 million people do not have the essential digital skills needed for day-to-day life
in the UK and they are more likely to be older, poorer, live with disabilities and need health care
services.” There are also inequalities in access to technology that risk exclusion - for example,
approaches that rely on patients purchasing expensive technologies such as smartphone symptom
checkers. Some users may also have strong preferences for non-digital approaches, for example,

because they may feel that the use of technology in a particular context is somewhat impersonal.

1 Anindependent evaluation of the first phase of the digital primary care service Babylon GP at
Hand found users to be predominantly younger, healthier and wealthier than the average
patient using general practice.*® The service was much less likely to be used by older people,

those with more complex health needs, or those not comfortable using a smartphone.

1 Alarge-scale study of US national survey data found significant differences in use of eHealth
services by socio-economic status.* Those with a lower income or a lower level of education
were less likely to contact their doctor online, use mobile health apps, or search for health

information online.

1 A study by Cook and colleagues, which explored the views of ‘users’ and ‘non-users’ of
telehealth and telecare technologies, identified a strong preference against using these
technologies in many non-users.* This often resulted from a lack of inclination to learn to
use a new technology, anxieties about it not working properly, or a belief that users would
not receive support if it did not work. This view was particularly common among older

groups.

Avoiding inequitable outcomes will require meaningful co-design with people from a range of
demographic groups to make sure that technologies and technological interventions meet diverse
needs. Again, it highlights the vital importance of evaluation to understand the experiences and
outcomes of different groups of patients. Mitigating actions may be needed to promote inclusion —
for example, user training, creating user interfaces to suit differing levels of digital literacy, or
supporting access to particular technologies for those who cannot afford them. In some cases, it may
be necessary to ensure that less complex or non-digital options are available too, for those who need

to or would prefer to use them.
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Resources and infrastructure

Technological interventions can require significant financial investment — both the initial costs of
implementation and the ongoing costs of maintenance and use. This means that evidence of the
benefits of new technologies compared to existing ways of working, weighed against costs, can be

important to justify their adoption.

1 Inaqualitative study by Kayyali and colleagues, all 36 NHS clinicians interviewed —
irrespective of experience, sector and discipline - reported funding and resources as key

barriers to the implementation of telehealth interventions.>!

Infrastructure and equipment can be major costs of technological interventions, and lack of
appropriate infrastructure or equipment is a clear barrier to implementation. An obvious example is
the need for a stable internet connection in order to run a video consultation — something that can
limit their potential for use in remote areas, or with patients who have limited or no internet access.
Other examples include the challenge of interoperability between computer systems (which
presents a big challenge for inter-organisational data-sharing), computer processing power and
storage, and the battery life of portable devices. In all cases, there is a need for hardware and software

to meet minimum standards. If one link is weak, there is a risk that the technology will not become

embedded.

1 A study by Warren and colleagues documents the scale of the challenge of interoperability
within secondary care by mapping patient interactions with different provider trusts in
England.>? Patients were commonly shown to move between trusts with different record
systems. Out of 20 pairs of trusts identified (accounting for 54 % of the 4 million patients
attending two or more trusts), only two of these pairs used the same electronic health record

system.

1 A systematic review to assess the feasibility and effectiveness of telemedicine for providing
audiology services in remote clinics via tele-connection to a specialist raised significant
concerns about limited bandwidth and lack of high-speed internet connection in remote

locations.>?

1 Anevaluation of a smartphone communication app as an alternative to pagers for clinicians
found the most commonly reported drawback to be how the app increased battery drain,

which led to clinicians using external battery packs to overcome the issue.>*

Another significant cost of technological interventions can be human resources. Implementing new
technologies can require a significant amount of time and effort from staff. In the context of an
already stretched NHS workforce, it can be hard for staff to find the time to learn about or support the
implementation of a new technology. Supporting staff and ‘backfilling’ their time so that they can
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work on technology implementation programmes is therefore vital. Developing roles such as ‘digital
champions’ and implementation leads who are given dedicated time to work on programmes may

also help.

1 A mixed-methods study by Akehurst and colleagues highlighted the lack of clinical time
available to develop and use HealthPathways, an online repository of evidence-based care
pathways.>> Clinicians involved in developing pathway content reported that they did not

receive additional time or financial resources to support this additional work.

1 A study by Sheikh and colleagues of the implementation of electronic health record
technology in ‘early adopter’ hospitals in England noted the requirement for staff to invest
time in learning and understanding the new software, as well as customising it for efficient
use and integrating it into existing workflows.>® The study emphasised that these demands
on staff — on top of already heavy clinical and administrative workloads — should not be

overlooked.

{1 Field and colleagues highlighted the personnel costs of developing and implementing a new
automated alert system for patient discharge, which required both clinicians and in-house

informatics staff to commit substantial amounts of time.>’

Additional human resource may also be required to support the ongoing use of new technologies
after implementation. For example, if new technologies require operators or need human
supervision and monitoring, roles will have to be expanded or created to cover these tasks. So it is
vital that the ‘human infrastructure’ needed to support new technologies is carefully considered and
accounted for. And while some new technologies may have the potential to free up staff time, it is
important not to be over-optimistic about this; it is not uncommon for less time to be freed up than

expected, or for these benefits to take months or even years to emerge.

Culture and leadership

The importance of culture in technology implementation — the shared ways of thinking, feeling and
behaving®® - is often underestimated or overlooked. However, the literature, as well as experience
from the Health Foundation’s improvement programmes, suggests that without the right culture
and associated factors of good management and leadership, it can be much harder to make sustainable
change and improvement. This applies just as much to the implementation of technology as to

anything else.

Within organisations, negative attitudes towards the use of a technology — whether among a team or
across the whole organisation — could create barriers to adoption. Equally, introducing a new
technology may necessitate a cultural shift — for instance, new ways of thinking and working that

could elicit discomfort among staff.

Realising the benefits of technology in health care 17



1 A study of the adoption of an oncology decision support app in the UK and several other
European countries suggested that adoption can be hindered by cultural factors such as
attitudes toward technology, previous negative experiences, and perceptions of the

appropriateness of using a personal device at work (which some saw as unprofessional).>®

1 A qualitative study of attitudes towards an electronic health record system in a mental health
care provider showed that some staff were uncomfortable about the cultural changes thatits

use brought about, such as the need to conduct risk assessments in a different way.*°

To address cultural challenges, leaders need to engage with their workforce, set out a compelling
vision for how technological innovation aligns with wider organisational strategy and values, and
make sure that staff are offered the management support they need. Up-front and transparent
communication on the potential impact of a new technology, accompanied by evidence, can help to
shape expectations.®! Itis also important to be realistic about when the benefits of new technologies

might materialise, as they can often take a long period of time to emerge.°?

As well as cultural issues related specifically to technology, there are also broader cultural issues
related to the ‘readiness’ of an organisation to plan and deliver change. The optimum environment
for implementing new interventions and new ways of working is an organisation that is stable and
outward looking, that is committed to learning, evaluation and continuous improvement, and that
promotes distributed leadership.®® It is also one that takes steps to promote and embed the
behaviours needed for improvement, and that creates the space, autonomy and psychological safety
staff need to plan and deliver change. Organisations that are reactive or in crisis, with a short-term

and defensive leadership approach, are rarely able to create these kinds of conditions.®*¢>

Cultural differences between organisations or sectors can also affect technology implementation. In
particular, understanding by policymakers and those working in the technology industry of the
culture that exists within health care provider organisations —and how this may affect

implementation — is paramount.

1 Alarge-scale study by Greenhalgh and colleagues of the adoption of shared care records
(SCRs) found that differences in norms, values, priorities, expectations and ways of working
between policy, industry and clinical practice can give rise to challenges and frictions.®®
Indeed, a mismatch between assumptions made by policymakers and technology developers,
on the one hand, and the cultures and behaviours within NHS organisations, on the other,

was often a reason for non-adoption, partial adoption or abandonment of SCRs.

1 A study of the introduction of electronic health records showed that opposition can arise
when a technological solution is seen as being imposed ‘top-down’ from external

organisations without leaving room for customisation to local context.?
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1 A study of an electronic prescription service showed that the new or unanticipated risks that
technology can bring are perceived differently by different stakeholders, such as policymakers
and health care professionals. Perceptions varied depending on how the technology

interacted with their professional practice, roles and interests.?”

Addressing these challenges requires mechanisms for sustained and meaningful collaboration
between stakeholders, such as forums that allow participants to surface and address tensions and
misunderstandings. People who hold roles at the intersection between different organisations and

sectors can also play an important part in aligning stakeholders and resolving differences.

Conclusion

This paper describes some of the key factors that should be considered when implementing
technologies in health care — both in terms of how these factors might manifest as challenges and
what actions might be helpful to surmount these challenges. As the health service continues to
increase its use of technologies and data tools, it will be important to make sure that there is proper
attention to these implementation challenges and appropriate support for front-line teams to address
them in a meaningful way. Although it can be tempting to focus on technologies and tools in
isolation, it is the hard graft of fitting them into real-world contexts and then testing, evaluating and
refining them that will be required if we are to harness their benefits for the NHS and society as a

whole.

! Department of Health. Making IT work: harnessing the power of health information technology to improve care
in England, 2016. (www.gov.uk/government/publications/using-information-technology-to-improve-the-
nhs/making-it-work-harnessing-the-power-of-health-information-technology-to-improve-care-in-

england).
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